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Cognitive Warfare: Machine-Enabled Threat

̶ „An unconventional form of warfare that uses cyber tools to alter 
enemy cognitive processes, exploit mental biases or reflexive
thinking, and provoke thought distortions, influence decision-
making and hinder actions, with negative effects, both at the 
individual and collective levels“ (Claverie, Cluzel 2022)

̶ Hightly intertwined with cyberspace

̶ CW more dangerous with new knowledge and technologies
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Cyberspace – Opportunity for Defence

̶ Existing experience and tools

̶ Cyber warfare and CW often in concert

̶ Improvements in situational awareness and sensemaking as the 
top priority

̶ Automated solutions possible and desirable
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Machines as Means of Defence

̶ Importance of OODA loop

̶ From complexities to mysteries to puzzles
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Al Ahli Hospital 
Explosion
Case for AI and ML for CW sensemaking 
and situational awareness
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The Situation

̶ October 7 attack of Hamas on Israel

̶ Bombing runs and blockade of Gaza
by Israel

̶ October 17 explosion at Al-Ahli Hospital
in Gaza

̶ Slow reaction of Israel, media primarily
worked with Hamas‘ information
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Challenges for CW-related 
AI and ML Solutions

Cognitive Warfare: Problem for the Brain, Opportunity for the Machine | PUBLIC RELEASABLE



11

KNOWN KNOWNS

UNKNOWN UNKNOWNSUNKNOWN KNOWNS

UNDERSTANDING

A
W
A
RE
N
ES
S

HIGH LOW

LOW

HIGH

KNOWN UNKNOWNS

Cognitive Warfare: Problem for the Brain, Opportunity for the Machine | PUBLIC RELEASABLE



Cognitive Warfare: Problem for the Brain, Opportunity for the Machine | PUBLIC RELEASABLE12

Known Knowns Unknown Knowns

̶ International Law

̶ Ethical aspects

̶ Values of liberal democracy

̶ Hobessian dillema –
freedom vs. security

̶ Insufficient knowledge 
of state-of-the-art

̶ Strife for novelty for personal 
gains

̶ Reinventing the wheel
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Known Unknowns Unknown Unknowns

̶ Research gaps

̶ Missing practical tools

̶ Incorrect assessments of 
technology potential

̶ Most dangerous

̶ Fast advancements in science

̶ Quantum computing and the 
study of the human brain?
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Where to go from here?
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Directions for Research

̶ Focus on conceptualization

̶ CW should not be political concept – boundaries necessary

̶ Emphasis on quantitative research

̶ Indicators for CW as enablers for any functional solutions
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Indicators and Warnings for CW in Cyberspace

̶ SAS-185 Research Task Group

̶ Objectives
1. State of art research
2. Analytical framework & quantitative indicators development
3. Case studies of available software solutions
4. Requirements gathering for the software
5. TAP proposal for the software creation/modification
6. Validation of the framework

̶ Enabler for any future software solutions for monitoring CW



Contact information:
robin.burda@fss.muni.cz

Thank you!
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